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Who is CyberRisk Solutions?

CyberRisk Solutions, LLC provides Enterprise Risk Management strategic consulting,
project outsourcing, staffing and managed solutions to reduce the risk of cyber loss
and increase operational efficiency for the SMB market across financial services,
healthcare, energy and other verticals.
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What is your VISION?7??
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IEXECUTIVE BRIEFING

iIMARCH 2018

CONFIDENTIAL
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iIBOARD MEETING

iFY 2018 Q1 UPDATE MEETING
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iI(CYBER SECURITY UPDATE
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Pro-1S Forum User Develops “Caliphate
Cannon” DDoS Tool, Claims Attack on

Egyptian Gov’'t Website
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A member of a pro-lslamic State (I15) Deep Web forum shared a program, dubbed the “Caliphate Cannon,” for launching
distributed denial-of-service (DDo5) cyber attacks and claimed successfully testing it on an Egyptian government

website.
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Pro-IS Tech Group Claims Distributing Over
4,600 Social Medla Accounts In September

Dark Web And Cyber Security [sSESEEE October 2C

A pro-lslamic State (I5) tech group claimed distributing credentials for 4,620 social media accounts, along with 850
virtual phone numbers, to |5 supporters throughout September 2017.
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Pro-1S Telegram Channel Publishes Manual
on Router VPN Connections, Recommended

VPN Services
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A pro-lslamic State (I5) Telegram channel published a technical manual instructing how to set up an internet router to
send all traffic through a virtual private network (VPN), along with three recommended VPN services, in order to

protect the anonymity of its user(s).
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RANSOMWARE
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Crypto-ransomware has turned every network intrusion into a potential payday.
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Growth in Ransomware Variants Since December

Cumulafive new ransomeans
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They gain access to the entire network changing the risk exponentially for the entire
organization!

Encrypting the entire network!!!

Ransomware Compilation; Eric Howes, KnowBe4's Principal Lab Researcher
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