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Defining Ransomware

Ransomware is a type of malicious software that blocks user access to 
files or systems, holding files or entire devices hostage using encryption 
until the victim pays a ransom in exchange for a decryption key, which 
allows the user to access the files or systems encrypted by the program.



The History of Ransomware
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WannaCry

Spreads via EternalBlue exploit

(looks for open NetBIOS ports



Petya, notPetya

Application Exploit



OS X as a target

KeRanger affected about 6,500 computers within a day and a half. 

https://researchcenter.paloaltonetworks.com/wp-content/uploads/2016/03/fig1-500x284.png

Application Exploit



Ransomware as a Service (RaaS)

https://nakedsecurity.sophos.com/2017/07/25/ransomware-as-a-service-how-the-bad-guys-marketed-philadelphia/



It does not have to be complex!

https://nakedsecurity.sophos.com/2017/07/25/ransomware-as-a-service-how-the-bad-guys-marketed-philadelphia/

ÅCapability to track campaigns

Å Check the transactions 

ÅQuery all info about a victim 

Å Victims can be plotted on Google maps



Special offer on AlphaBay

https://nakedsecurity.sophos.com/2017/07/25/ransomware-as-a-service-how-the-bad-guys-marketed-philadelphia/


