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Defining Ransomware

Ransomware is a type of malicious software that blocks user access to
files or systems, holding files or entire devices hostage using encryption
until the victim pays aransom in exchange for a decryption key, which
allows the user to access the files or systems encrypted by the program.



The History of Ransomware

2017
A l HWannacr
y
| 2016
| H2014 Locky
Sypeng
2011 .
y’ l H Android
| 2006. | Reveton
1939 ﬁ\;chlevw
AlDS RSA
Trojan encryptio
PC n
Cyborg

Source PC World July 20, 2016 ‘HSACA



WannaCry

Payment will be raised on
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Your files will be lost on
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Contact Us

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

mr

Send $300 worth of bitcoin to this address:

bitcoin
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Spreads via EternalBlue exploit
(looks for open NetBIOS ports
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Application Exploit
Petya, notPetya

You became victim of the PETYA RANSOMLIARE?!

The harddisks of your computer have been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https://wun. torproject.orgs/". If you need
help, please google for "access onion page'.

2. Visit one of the following pages with the Tor Browser:

http:7/petya37hStbhyvki.onion/N19fuE
http:7/petyaSkoahtsf7sv.onion/N19fvE

Enter your personal decryption code there:

If you already purchased your key, please enter it below.

Rey:
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Application Exploit
OS X as atarget

KeRanger affected about 6,500 computers within a day and a half.

« [ &4 ntips /‘www.transmissionbt.com =
-
Akast tasy.and § BitTorrent Chent
MAIN ABOUT DOWNLOAD DEVELOPMENT ADD-ONS CONTENT SUPPORT
Feature Spotlight:
« Uses fewer resources than other clients
Transmission 2.90 « Native Mac, GTK+ and Qt GUI chents
« Desemon ideal for servers, embedded systems, and headless use
Download Now « Al these can be remote controlied by Web and Terminal clents
Release Notes + Local Peer Discovery
Previous Releases « Full encryption, DHT, TP, PEX and Magnet Link support
Learn More...
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Ransomware as a Service (RaaS)

0,0
THE RAINMAKER LABS

Home Philadelphia Stampado CyanoBinder SkypeBomber VEye RemoTV Mailer Contact

Anti-Security Solutions that Work!

Our goal at The Rainmaker Labs is to provide Anti-Security solutions that are, at the same time, Powerful and
Easy to Use, and on a fair price. Our known award-winning support will help you through the processes of
using the tools and you will prove the ease of use and quick ROI of these tools.

Get in Touch!

We've produced known Ransomwares with the Best Price We've also made Several tools that will help you during Want to take control of someone else's computer? Or
of the Market and which breaks old dogmas, such as the the Infection process, whether packing or sending the Bomb-Call a Telephone Number and make it Unavailable
need of having heavy Servers or monthly fees maiwares 1o your targets for others? We can help you out!
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It does not have to be complex!

0,0
THE RAINMAKER ] ABS

Home Philadelphia Stampado CyanoBinder SkypeBomber VEye RemoTV Mailer Contact

A Capability to track campaigns

A Check the transactions

A Query all info about a victim

A Victims can be plotted on Google maps

An Advanced Ransomware does not have to be complicated. Nor expensive.
"More Dangerous than the City" - SysTweak.com
Bug Track Buy Now

Watch the video!
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Special offer on AlphaBay
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