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About GCA

We enable and secure
access to business data
by managing your digital
identities.

- Aspecialized Identity
company

- Founded in 1986

- Client focused

Identity & Access
Management

Automation and controlfor
your digital identities to
enhance users’ experience
and secure against threats,

9

Single Sign-On

Enablement for users to have
one simple and secure
password to access all of
their applications.

9

Web Application
Security

Stay ahead of malicious
attacks by quickly pinpeinting
anomalies in your web
application traffic.

9

Privileged Access
Management

Management for your
organization's most
privileged users, to reduce
your fisk of data breaches.

2

Multi-Factor
Authentication

Provide an extra layer of
protection for access to data
based on data type, user
location or device.

9

Enterprise Mobility
Management

Manage and secure your

users' mebile devices with

integrated policies across

applications, locations and
devices.

)

Access Governance

Visibility to user access rights
and automated regulatory
reporting.

9

Security Information
& Event
Management

Monitor, collect, analyze and
identify cyberthreats with
real-time alerts to limit your
organization'sexposure.

o

Database Activity
Monitoring

Real-time, continuous
monitoring of your databases
to alert you to suspicious
activities and block them.

o
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SANS Institute overview of IAM and PIM/PAM
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The Basics

Govern & Manage

Rights
«
A ;
onit Facilitate &
onl_ qr Control Access
User Activity S ol
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Feature Comparison
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ldentity and Access Management
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Managing the Identify Life Cycle

Routine user
L administration
Provisioning

L&
% . . Promotion
| Relationship “
|| begins
Access
) Q)
? Access New
resources project

management

Single sign-on

°
'ﬂl,x Relationship
ends

De-provisioning

Forgot
password
L
Password
expires

Password
management
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|IAM Struggle

Too Restricted < Too Open
IT is marginalized Data breach occurs
and ignored

The Business The Security
Perspective Perspective

ﬁ MANAGING YOUR DIGITA IDFNTITIFS



Putting Risk in Context

AT Risk Management is the process of selecting and implementing security
countermeasures to achieve an acceptable level of risk at an acceptable

costo
DanBorged ¢ KS . 221 hT¥ wAiaisé

Cost Based Business Decisions

Adentity Risk Management is the process we must put in place to
categorize, model and measure risk for Identity & Entitlement configurations,

as part of an ongoing identity governance processo @ GC A
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New Paradigm - IGA

IGA = Identity Governance
- . . Manage Operational State
Ad m I n ISt ratl O n Automate Lifecycle Processes
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Model Desired
State

N

Mine, model & define roles /A Empowers business users to
Define access policies manage access through self
Configure risk model service interfaces.

A Streamlines IT operations by
automating identity change

A Establishes the Governance K processes. /
Model (policy, roles, risk).

A Sets basis for detective and
preventive policy

A Governance connectors enforcement.
rapidly populate the Identity
Warehouse.

A Certifications validate current
access.

Determine Current State

Who has access to what?

Is that access appropriate?
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Policy Management & Enforcement
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A Business DefinitioEnvironmenk
{ Business friendly GUI definition
{ Meaningful & controllabldy the LOB

A Part of Policy
{ Embedded event actions
{ Integrated withcertification & access request

Complex

® Role Based Relationshi
= pS

Attribute Level Policies (SOD)

Policies
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Privileged Access Management

(PAM)
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4 Principals of a PAM Program

Control
Automate
Keylog
EXposure

ﬁ MANAGING YOUR DIGITA IDFNTITIFS



PAM Phase 1: Control Access
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