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About GCA

We enable and secure 
access to business data 
by managing your digital 
identities.

- A specialized Identity

company

- Founded in 1986

- Client focused



Company X: IDM-Related Challenges
Agility

SANS Institute overview of IAM and PIM/PAM
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The Basics

Govern & Manage 
Rights

Facilitate & 
Control Access 

Monitor
User Activity
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Feature Comparison

Passive Active

User 
Accounts

Shared and 
Privileged 
Accounts

Self-Service 
Password 

Management

Automated 
Password 

Management

Audits 
Potential Use

Audits Actual 
Use

Allow Usage 
of Rights

Assigns Rights

Least 
Privilege

Workflow

Automate 
Compliance 

Controls

Focused on Risk



Identity and Access Management 
(IAM)



Managing the Identify Life Cycle
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IAM Struggle

CONVENIENCE

IT is marginalized
and ignored

Too Restricted
Data breach occurs

Too Open

RISK

The Business 
Perspective

The Security 
Perspective
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Putting Risk in Context

ñIdentity Risk Management is the process we must put in place to 

categorize, model and measure risk for Identity & Entitlement configurations, 

as part of an ongoing identity governance processò 
Darran Rolls

Risk Counter Measure
Cost Based Business Decisions

ñIT Risk Management is the process of selecting and implementing security 

countermeasures to achieve an acceptable level of risk at an acceptable 

costò 

Dan Borgeά¢ƘŜ .ƻƻƪ hŦ wƛǎƪέ



New Paradigm - IGA

IGA = Identity Governance 
Administration

Determine Current State

Who has access to what?

Is that access appropriate?

Manage Operational State

Automate Lifecycle Processes

LƳǇƭŜƳŜƴǘ άƭŀǎǘ-ƳƛƭŜέ ŎƻƴƴŜŎǘƛǾƛǘȅ

Model Desired
State

Mine, model & define roles

Define access policies

Configure risk model

ÅEstablishes the Governance 
Model (policy, roles, risk).

ÅSets basis for detective and 
preventive policy 
enforcement.ÅGovernance connectors 

rapidly populate the Identity 
Warehouse.

ÅCertifications validate current 
access.

ÅEmpowers business users to 
manage access through self-
service interfaces.

ÅStreamlines IT operations by 
automating identity change 
processes.



Policy Management & Enforcement

Attribute Level
Policies

Role Based 
Policies (SOD)

Complex 
Relationships

Å 5ŜŦƛƴŜ ϧ 9ƴŦƻǊŎŜ .ǳǎƛƴŜǎǎ [ŜǾŜƭ tƻƭƛŎƛŜǎΧ
{ SoD / toxic combinations
{±ŀƭǳŜ ŎƘŀƴƎŜ ƻǊ ǇǊƻŎŜǎǎ ōŀǎŜŘ ǘƻƻΧ

Å Business DefinitionEnvironmentΧ
{ Business friendly GUI definition
{ Meaningful & controllableby the LOB

Å Part of Policy
{ Embedded event actions
{ Integrated with certification & access request

Preventative

Detective



Privileged Access Management 
(PAM)
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4 Principals of a PAM Program

Control

Keylog

Exposure

Automate
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PAM Phase 1: Control Access


