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Adventures in the Cloud
Auditing the Cloud Environment
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Overview
Å Introduction

Å Definition of Ĩthe cloudĩ
Å How did we ended up in the cloud?
Å The delivery model

Å Understanding the risks and concerns
Å Who is responsible for security
Å What frameworks are available

Å Where do we start?
Å Audit strategy and scope
Å Control, Integration, and Assurances

Å Conclusion

Å Q&A
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About meĮ
ÅCareer spans over 20 years 
ÅIĦve worn several Ops hats

Å17 years direct InfoSec

ÅITOps+NetOps+SecOps+GRC
ÅCloud enthusiast

ÅStill tinker with IT and Sec projects

Urban Areingdale
Sr. Security Consultant, GRC
urban.areingdale@guidepointsecurity.com

QSA, CCSFP, CISSP, ISO 27001 Lead Auditor, 
CISA, CISM, MCSE, CCSA, ITIL FoundationsĮ

mailto:urban.areingdale@guidepointsecurity.com
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NIST Definition of Cloud Computing
Author(s) Date Published: September 2011
Peter Mell (NIST), Tim Grance(NIST)

Abstract
Cloud computing is a model for enabling ubiquitous, convenient, on -
demand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, applications, and 
services) that can be rapidly provisioned and released with minimal management effort or 
service provider interaction. This cloud model is composed of five essential 
characteristics, three service models, and four deployment models.

Keywords

Cloud Computing; SaaS; PaaS; IaaS; On-demand Self Service; Reserve Pooling; Rapid Elasticity ; Measured 
Service; Software as a Service; Platform as a Service; Infrastructure as a Service.

Source: https://csrc.nist.gov/publications/detail/sp/800 -145/final

https://csrc.nist.gov/publications/detail/sp/800-145/final
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How Did We Ended Up in the Cloud?
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The Delivery Model
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Understanding the Risks and Concerns

ÅRisk of breach with the cloud service provider

ÅData and geographic violations

ÅDirectly affected by attacks on Cloud platforms

ÅMisunderstanding the shared responsibility model

ÅMisunderstanding financial impact of provisioning cloud resources

ÅLoss of visibility (ĨI used to be able to see everythingĩ)

ÅIdentity and access create a new perimeter

ÅNew technology and a new lexicon
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Who is Responsible for Security?

Source: https://aws.amazon.com/compliance/shared-responsibility-model

https://aws.amazon.com/compliance/shared-responsibility-model
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Who is Responsible for Security?

Source: 

https://docs.microsoft.com/en-us/azure/security/security-management-and-

monitoring-overview

https://docs.microsoft.com/en-us/azure/security/security-management-and-monitoring-overview
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Who is Responsible for Security?

Source: https://cloud.google.com/docs/overview/cloud-platform-services

https://cloud.google.com/docs/overview/cloud-platform-services
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What Frameworks are Available

Following the American Institute 

of Certified Public Accountants 

(AICPA) Statement on 

Standards for Attestation 

Engagements No. 18  (SSAE 

18) Clarified Examination 

Engagement Section 205 (AT-C 

205) for Service Organization 

Controls (SOC) Examinations.

Information Security Management 

Systems 

Assessment and Certification

Service Organization Controls

Examination Engagement

Following the 

International 

Organization for 

Standardization (ISO) 

Information security 

management systems  

(ISMS) 27000 Series, 

and

specifically the ISO 

27001:2013 for 

Certification

Information Security Program

Assessment and Certification

Following the Security 

and Privacy Controls 

Guidance developed by 

the National Institute of 

Standards and 

Technology (NIST) for 

Federal Information 

Systems and 

Organizations. 

Documented in the 

Special Publication 800-

53 Revision 4

SOC 1, 2 and 3 ISO 27001 NIST 800-53
And its derivatives

CSA STAR PCI DSS

SOX Contractual Obligations
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Where do we start?

Define the Audit Strategy

ÅAre you auditing the Cloud Service Provider (CSP)at the request of the CSP, a 
customer or a regulator?

ÅAre you auditing for compliance or risk?

ÅIs there a Cloud Strategy?

Use these conditions to ensure that the proper framework is in use for your 
audit/assessment
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Where do we start?

Scope the Environment

Å What CSPplatform and delivery model is in use?
Å Is there a cloud architecture?
Å Are all subservice organizations accounted  for?
Å Is there an inventory  of all assets in the cloud?
Å Have those assets been classified?
Å Are all data flows identified?

Use this knowledge to define the system boundaries
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Control

What Controls must/should be in-place?

Å Business type
Å Data hosted/processed at the CSP
Å Map controls required by the selected framework to your existing 

setup
Å Leverage CSPĦscertifications/validation of compliance
Å Review plans to use CSPĦsor their PartnerĦs controls to compliment 

the setup

Use this knowledge to create your control matrix


