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Adventures in the Cloud

Auditing the Cloud Environment
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Overview

A Introduction

A Definition of Tthe cloud*t
A How did we ended up in the cloud?
A The delivery model

A Understanding the risks and concerns
A Whois responsible for security
A What frameworks are available

A Where do we start?
A Audit strategy and scope
A control, Integration, and Assurances

A Conclusion
A O&A
77\ 2

GuidePoint © Copyright GuidePoint Security
| s ECcu R 1T Vv |

EEEEEEEE




—

About me]

ACareer spans over 20 years Urban Areingdale
Al Hve worn several Op sS gy onsultantGRC
A17 di t InfoS urban.areingdale@qguidepointsecurity.com
years direct InfoSec

QSA,CCSFR CISSP, ISO 27001 Lead Auditor,
CISACISM,MCSE CCSA, I TI'L Fo

AITOps+NetOps+SecOps+GRC
ACloud enthusiast
A Still tinker with IT and Sec projects
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NIST Definition of Cloud Computing

Author(s) Date Published: September 2011
Peter Mell (NIST), TimGrance (NIST)

Abstract

Cloud computing is amodel for enabling ubiquitous, convenient, on -
demand network access to a shared pool of configurable

Computing resources (e.g., networks, servers, storage, applications, and

services) that can be rapidly provisioned and released with minimal management effort or
service provider interaction. This cloud model is composed of five essential
characteristics, three service models, and four deployment models.

Keywords

Cloud Computing; SaaS; PaaS; laaS; @emand Self Service; Reserve Poolingrapid Elasticity; Measured
Service; Software as a Service; Platform as a Service; Infrastructure as a Service.

Source:https://csrc.nist.gov/publications/detail/sp/800 -145/final
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low Did We Ended Up in the Cloud?

Infrastructure as a Service (laaS)
r |

Virtual
Physical Pod @

2 I III
-l

I

GuidePoint © Copyright GuidePoint Security
| s ECcu R 1T Vv |



The Delivery Model
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Understanding the Risks and Concerns

ARisk of breach with the cloud service provider

AData and geographic violations

ADirectly affected by attacks on Cloud platforms

AMisunderstanding the shared responsibility model
AMisunderstanding financial impact of provisioning cloud resources
ALoss of visibility(T1 used to be able to see ever
Aldentity and access create a new perimeter

ANew technology and a new lexicon
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Who Is Responsible for Security?

RESPONSIBLE FOR

SECURITY
“IN” THE CLOUD
COMPUTE STORAGE DATABASE NETWORKING
‘ RESPONSIBLE FOR
SECURITY
“"OF" THE D
< - — AWS GLOBAL REGIONS EDGE
INFRASTRUCTURE LOCATIONS
AVAILABILITY ZONES

Source:_https://aws.amazon.com/compliance/shared-responsibility-model
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Who Is Responsible for Security?

Shared responsibilities

Microsoft understands how different cloud service models affect the ways that responsibilities are
shared between CSPs and customers.

Responsibility On-Prem laaS  PaaS  SaaS

Data classification
& accountability

Client & end-point
protection

Identity & access
management

Application
level controls

Network controls

Host infrastructure
Source:
https://docs.microsoft.com/en-us/azure/security/security-management-and-
monitoring-overview

Physical security

. Cloud Customer . Cloud Provider
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Who Is Responsible for Security?

Google Tou
£ Ops >
Sen‘erlv.f_sa execution Managed app Container closter WM infrastructuse
environment platform management

@ Cloud Functions App Engine @ Eubemetez Engine -@ Compute Engine

Source: https://cloud.google.com/docs/overview/cloud-platform-services
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What Frameworks are Available

Service Organization Controls Information Security Management  Information Security Program
Examination Engagement Systems o Assessment and Certification
SOC 1,2 and 3 ASYSITPR 7O O fication NIST 800-53
Following the American Institute Following the Folymicb ithe Thewityatives
of Certified Public Accountants International and Privacy Controls
(A|CPA) Statement on Organization for Guidance developed by
t i the National Institute of
g g mer:§ﬁ‘tﬁﬁ$(53AE Ingggoﬁgﬁty Standards and
18) Clarified Examination management systems Technology (NIST) for
Engagement Section 205 (AT-C (ISMS) 27000 Series, Federal Information
ZOS@P%MCE Organization anContractual Obligatiemsand
Controls (SOC) Examinations. specifically the ISO Organizations.
27001:2013 for Documented in the
Certification Special Publication 800-
53 Revision 4

11
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Where do we start?
Define the Audit Strategy

A Are you auditing the Cloud Service Provider CSPaat the request of the CSP, a
customer or a regulator?

A Are you auditing for compliance or risk?

Als there a Cloud Strategy?

Use these conditions to ensure that the proper framework is in use for your
audit/assessment
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Where do we start?

Scope the Environment

What CSPplatform and delivery model is in use?
Is there a cloud architecture?

Are all subservice organizations accounted for?
Is there an inventory of all assets in the cloud?
Have those assets been classified?

Are all data flows identified?

Too Too Joo T Joo T

Use this knowledge to define the system boundaries
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- AWS Certifications, Programs, Reports, and Third-Party Attestations..........c.cccocociiiiiiiiiiiiiiiiicccccceae.
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