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A Career
I ITSecurity Engineer and ConsultarReliaQuest
I Information Security System AdministraloRaymond James Financial
I Enterprise Technic#iccount Managel Qualys Inc
A Education
I StetsonUniversity
I Degreein Computer Information Systems
i Dualminors in Management Information Systems (MIS) and Busihéssnistration
A Community Involvement
I Member of InfraGard
i Current Member and Advisor of ISE#mpaBay
i hNHFYAT SR L{{! ¢IYLI] .lI&@8Q& HnmMc b22Y:
i Organized and Mentor the ISSA Tampa Bay CTF 2016 Competition

i Speaker/Presenter at University of Tampa, Stetson UniversityS&8AFL,
ISSA Tampa Bay, al#dNSCharlotte

A Notable Hobbies
I Home lab, crypto currencies)achine learningautomation, CTFs, video games, etc.



AGENDA

A Evolution ofMachineLearning (ML)
A KeyTerminology

A Theory, Structures, & Examples
A Cyber Security Use Cases

A Al & ML Failures

A Tools and Resources

A Questions& Discussions



EVOLUTION OF ML

_m

2011 2012 2013 2014 2015 2016
! ! ! ! ! !
= Google brain is = Apple = China’s Tianhe- » Facebook = Google open » Google
able to identify introduces Siri 2 doubles develops sources DeepMind’s
cats on voice assistant world’s top DeepFace for TensorFlow AlphaGo
YouTube with super- facial defeats Lee
75% accuracy computing recognition with Sedol at Go
speed (33.86 near human = Google’s self-
petaflops) accuracy driving cars
piloted in the
Bay Area

Source
(https:// www.cbinsights.cornesearch/arti
ficiakintelligencestrategy)



KEYTERMS part 1 of 5

A Artificial Intelligence (Al)

I The science of getting computers to act without being explicitly
programmed

A Machine Learning (ML)

I A specific scientific method for building Al where an output is based
on given goals and input data

<Note>All Machine Learning is Al, but not all Al is Machine Leariige=>
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A Supervised Learning
I Trainingon a predefined set okexamples
I Ensures moraccurateconclusion with new data

A Unsupervised Learning
I No training
I Mustfind patterns& relationships in datasets

A ReinforcementLearning (RL)
I Reward feedback is given to teach behavior; this is known as the
reinforcement signal

A Representation Learning (Feature Learning)
I Datasets that are natnathematicallyconvenient
I Raw, reaworld datasets like imagewvideo, and sensafata

I Translates based on features or representations through examination
without relying on explicit algorithms
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A Classificatiorsupervisedearning)
I Theprediction variable takeslasdabels
I Examplé Predictthe type of tumor (e.g. "benign" omalignant’)

A RegI’eSSiOI’@SuperVisedearning)
I Theprediction variablgakes continuous values
i Exampléd Helpwithlj dzZSa A2y a 2F al 24 Y dzOK
house price (a real value)
A Clusteringunsupervisedearning
I Analysis oflatanot included in prdabeled classes
I ldentifies & groups similar instances
I Exampld Pattern recognition, imaganalysis, information retrieval,
bioinformatics, data compressioetc.

A AssocliationUnsupervisedearning

I Rulebasedalgorithm fordiscovering interestingelationshipsetween
variables in largeatasets

I Exampléd, Crossmarketing &Custometbehavior analysis
A Market BasketAnalysis = Associatidietweenitems chosen by shoppers
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A Neural Networks (Neural Net)

Just like any othemetwork; Comprised of interconnected
web of nodes, called neurons, and the edges that connect
them together

Main Functions me—)
1. Receive set ofinputs
2. Preform increasingly complex calculations
3. Usethe outputs to solve @roblem

Nodesare assigned a number known as
aweighté
Source

In Training: Weights & thresholds are continually https:// www.kdn
adjusteduntil labels consistently yield similar outputs  uggets.com2015

Well suited for ML problems with gigantiputs ’gigd;i&ffwﬁg?

NeuralNetworks are used for lots of applicatiobst this  -now-why.html
presentationfocuses orClassification



