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Å Career 

ï IT Security Engineer and Consultant | ReliaQuest

ï Information Security System Administrator | Raymond James Financial

ï Enterprise Technical Account Manager | Qualys Inc.

Å Education

ï Stetson University

ï Degree in Computer Information Systems 

ï Dual minors in Management Information Systems (MIS) and Business Administration

Å Community Involvement

ï Member of InfraGard

ï Current Member and Advisor of ISSA Tampa Bay

ïhǊƎŀƴƛȊŜŘ L{{! ¢ŀƳǇŀ .ŀȅΩǎ нлмс Ϧ²ƻƳŜƴ ƛƴ {ŜŎǳǊƛǘȅϦ ŦƻǊǳƳ

ï Organized and Mentor the ISSA Tampa Bay CTF 2016 Competition

ï Speaker/Presenter at University of Tampa, Stetson University, ISSA South FL, 
ISSA Tampa Bay, and IANS Charlotte

Å Notable Hobbies

ï Home lab, crypto currencies, machine learning, automation, CTFs, video games, etc.



ÅEvolution of Machine Learning (ML)

ÅKey Terminology

ÅTheory, Structures, & Examples

ÅCyber Security Use Cases

ÅAI & ML Failures

ÅTools and Resources

ÅQuestions & Discussions
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EVOLUTION OF ML

Source: 
(https:// www.cbinsights.com/research/arti
ficial-intelligence-strategy)



ÅArtificial Intelligence (AI)
ïThe science of getting computers to act without being explicitly 

programmed

ÅMachine Learning (ML) 
ïA specific scientific method for building AI where an output is based 

on given goals and input data 
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<Note> All Machine Learning is AI, but not all AI is Machine Learning </Note> 



ÅSupervised Learning 
ïTraining on a pre-defined set of examples

ïEnsures more accurate conclusion with new data

ÅUnsupervised Learning

ïNo training

ïMust find patterns & relationships in datasets

ÅReinforcement Learning (RL)
ïReward feedback is given to teach behavior; this is known as the 

reinforcement signal

ÅRepresentation Learning (Feature Learning)
ïDatasets that are not mathematically convenient

ïRaw, real-world datasets like images, video, and sensor data

ïTranslates based on features or representations through examination 
without relying on explicit algorithms
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ÅClassification(Supervisedlearning)

ïThe prediction variable takes class labels
ïExampleĄ Predict the type of tumor (e.g. "benign" or "malignant")

ÅRegression(Supervisedlearning)

ïThe prediction variable takes continuous values
ïExampleĄHelp with ǉǳŜǎǘƛƻƴǎ ƻŦ άIƻǿ ƳǳŎƘΚέ ƻǊ άIƻǿ ƳŀƴȅΚέ ƭƛƪŜ 

house price (a real value)

ÅClustering (Unsupervisedlearning)

ïAnalysis of data not included in pre-labeled classes
ï Identifies & groups similar instances
ïExampleĄ Pattern recognition, image analysis, information retrieval, 

bioinformatics, data compression, etc.

ÅAssociation(Unsupervisedlearning)

ïRule-based algorithm for discovering interesting relationships between 
variables in large datasets

ïExampleĄ Cross-marketing & Customer behavior analysis
ÅMarket Basket Analysis = Association between items chosen by shoppers
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Source: 
Image via Abdul Rahid
(https:// www.slideshare.net/awahid/big-
data-and-machine-learning-for-businesses)



ÅNeural Networks (Neural Net) 

ïJust like any other network; Comprised of interconnected 
web of nodes, called neurons, and the edges that connect 
them together

ïMain Functions:
1. Receive a set of inputs

2. Preform increasingly complex calculations

3. Use the outputs to solve a problem

ïNodes are assigned a number known as a 
άweightέ 

ïIn Training: Weights & thresholds are continually 
adjusted until labels consistently yield similar outputs

ïWell suited for ML problems with gigantic inputs

ïNeural Networks are used for lots of applications but this 
presentation focuses on Classification
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Source: 
https://www.kdn
uggets.com/2015
/01/deep-learning
-explanation-what
-how-why.html


